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PROTECTING MISSION-CRITICAL BUSINESS PROCESSES

Today’s Top Challenges

Top Challenges for Enterprise
Infrastructure Managers

87%

Consistent end-to-end application
and service performance guarantee

73%

Unplanned infrastructure changes
resulting in incidents and downtime

49%

Unanticipated infrastructure
effects from consolidation and
new application projects

Source: Forrester, March 2006

Managers want guaranteed end-to-end
applications and service performance

Mission-critical business processes depend
on information technology performance
from end to end: failures, disruptions and
degraded service to end users all take their
toll. The consequences are unforgiving. Yet
many companies struggle with a piecemeal
approach and live with the risk, believing
that quality business services with the
highest availability are too expensive and
labor-intensive.

This best-practices guide describes how
organizations can protect the availability of
business-critical processes while keeping
their costs in line. The model is Stratus®
Continuous Availability Lifecycle
Management (CALM ™) Services.
Developed exclusively for must-not fail envi-

ronments, the CALM methodology and serv-

ices derive their effectiveness from our 28
years of experience in continuous availability
services and technology.

What's more, recognized industry best
practices and governance guidelines —
including those defined by ITIL®, COBIT®, Six
Sigma® and ISO 9001 — are built into the
CALM approach.

Analyze Holistically While
Minding the Details

A thorough understanding of business
needs is a necessary baseline for ensuring
the availability of mission-critical services in
a successful — and cost-effective — man-
ner. What expectations do line of business
managers have? Is the current IT
infrastructure performing well against
those expectations? How are demands
likely to change in the future? Time and
money are likely to be misdirected without
an updated assessment of these needs.

With a grasp on business requirements,

it's time to get down to details. Business
processes must be examined, together with
how the IT infrastructure and day-to-day
operational practices are aligned to support
those processes. Service dependencies
must be identified as well. A lack of proper
alignment virtually guarantees end-user
dissatisfaction and excess costs.

Under our CALM methodology, the
Availability HealthCheck is the specific tool
Stratus uses to begin the assessment. Our




BEST PRACTICES GUIDE

PART 1

PROTECTING MISSION-CRITICAL BUSINESS PROCESSES

availability experts conduct a business

analysis and assess your IT infrastructure’s

ability to meet service level agreements.
We review infrastructure integrity to

validate that the appropriate environment is

in place to deliver the desired service to
users, recommending remediation where
necessary.

Disaster recovery and business continuity
are among the top concerns that emerge
when we conduct the Availability
HealthCheck for clients. Preparing the
justification needed to gain management
approval for investing in DR and BC
protection can be a time-consuming
exercise, however. Stratus is prepared to
help. Our experience in continuous

availability gives us the know-how to prepare
a customized business impact analysis that

projects specifically what unplanned
downtime could cost your business.

Another priority is meeting government
and industry mandates, with an audit trail
that allows compliance to be documented
for external authorities. Regulations and
guidelines that call for stronger IT

A CALM business analysis and IT assessment identifies

availability success factors:

Business and IT alignment to meet objectives of achieving continuous, end-to-end

availability from an end-user perspective

IT infrastructure oriented to meet the needs of critical business processes

Management and monitoring of the health of the application, the end-to-end

transaction and the business process

Exposure to financial, regulatory, IT and operational risks

Compliance with government mandates and industry directives, including those
relating to disaster recovery and business continuity

Ensuring senior management supports the availability strategies

governance and security measures have
continued to multiply in recent years,
including CFR 21 (pharmaceuticals),

PCI (credit card processing), HIPAA
(healthcare) and Sarbanes-Oxley

(public companies). By assessing critical
business processes and the IT that
supports them, Stratus CALM Services
personnel are able to pinpoint areas that
call for remediation and testing.

CoMING NEXxT!

Success by Design: Delivering
on SLAs, End-user Experience,
and More

Stay tuned to this
five-part series from
Stratus Technologies
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Succeed by Design
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Succeed by Design

A CALM service design balances
business needs with IT costs, to
promote mission-critical availability:

Proposes meaningful service-level
measurements

Plans strategies to focus on fail-
ure prevention, rather than on
failure-then-recovery

Identifies the opportunity for
virtualization to consolidate
systems

Develops availability-protecting
processes benchmarked against
best practices

Defines monitoring and support
tools to provide a view of the
entire mission-critical environ-
ment

Creates workflows to
proactively address IT events

Delivering on SLAs, End user
Experience, and More

After the Stratus team performs a
business analysis and an IT assessment to
identify the factors needed to sustain
mission-critical availability for your organiza-
tion, service design is the next step.

Here it usually comes down to how well the
end user experience is supporting your
business objectives. Simply stated, a user
has a specific expectation every time he or
she presses a key or clicks a mouse. And
everything from the user’s keypad, through
the IT infrastructure, to the database at the
back end, should be ready to perform. Good
performance metrics for individual
components don’t impress if the end user
experience falls short.

The service design stage of Stratus’ CALM
methodology takes its cue from service
levels that end users depend on. Using the
holistic view from our initial assessment, we
translate the needs of your business into
realistic IT requirements — whether we are
designing new infrastructure or alleviating
pain points in your current environment.

And when business services must be
accessible without fail andZor 24/7, some
form of IT redundancy is needed to ensure
resiliency. (Not to mention that our
experience has taught us that building in
availability measures in the design phase is
cheaper and more effective than trying to
remediate later.)

Mention “mission-critical,” of course, and
many organizations assume that taking
measures to ensure availability is beyond
their budgets.

You can rebalance the equation in your
favor with a well-informed business service
design and smart deployment of technology.

A case in point: With Stratus’ track record
in availability-promoting services and
technology, organizations increasingly ask
us how they can reorganize their IT
environments to benefit from virtualization.

Companies want to use virtualization to
consolidate applications onto fewer servers
to save money, to respond to business
needs by provisioning new applications fast,
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and to support disaster recovery and
business continuity. Yet they don’'t want to
open themselves up to problems as a

consequence of concentrating a lot of Applications
applications on a single server. We show processes

Quantifying the End user Experience

Actual Solution

Availability
organizations how to virtualize without * Database * LAN, WAN * Primary * Change/patch
introducing risk. 99.999% 99% 99.95% management
e Application e Firewall e Supporting e Maintenance
_ 99.999% 99.999% 99.9% e Human
Take a Lifecycle Approach e Web * Router Intervention
With our CALM approach, the factors of 99.999% 99.999% 98%
people, process and technology (from any =0 L
vendor) are all considered in the design of a <5 minutes of <€ » 30,50,100 hours of
downtime per year downtime per year

business service. Your precise needs for IT

resiliency, performance monitoring, change Business service levels depend on more than a single application or

control, capacity management, security, dis- technology. To deliver availability levels in multiple nines — 99.999%,for
aster recovery and business Continuity are example — t's vital to consider the chain of service delivery from end to end.

the basis for a customized service design.
to its retirement. You need processes in

While mission-critical services have to be place to cover development and quality
up and running all the time, they also have assurance, ongoing maintenance and
to change over time to support new busi- change management — without them, you COMING NEXT!

ness functionality. In our experience we've face unmanaged exposure that can cas-

: . , o : ) _ _ From Design to Deployment:
seen business users insist upon this flexibili-  cade into service degradation, service out-

Your Best Practices Rollout

ty, specifying that a specific turnaround ages and data loss. For example, quality

time for IT resource requests be written assurance testing will ideally model the

into the service level agreement (SLA). effect of any change to your production Stay tuned to this

A sound service design will address every ~ environment before that change is five-part series from

point in the service lifecycle, from its rollout  deployed. Stratus Technologies
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From Design to Deployment

How DOES IT UPTIME
SUPPORT YOUR CRITICAL
BUSINESS PROCESSES?

SUPPORTS SLA TARGETS
PREVENTS DOWNTIME COSTS
ENABLES AUDITABLE COMPLIANCE
ENSURES BUSINESS CONTINUITY
IMPROVES WORKER PRODUCTIVITY

INCREASES CUSTOMER LOYALTY
AND RETENTION

PROTECTS YOUR COMPANY’S
BRAND/IMAGE

STRENGTHENS AND SUSTAINS
COMPETITIVE ADVANTAGE

Third of a five-part series from Stratus Technologies



BEST PRACTICES GUIDE

PART 3

PROTECTING MISSION-CRITICAL BUSINESS PROCESSES

A CALM service transition
leads to smooth deployment

Trains the internal team to manage
using continuous improvement and
ITIL*-based IT service management

Deploys common processes,
applications and infrastructure
to evaluate, achieve and maintain
required performance

Implements tools to manage,
evaluate and monitor the application,
end-to-end transaction infrastructure
and business processes

Replaces “high-touch” manual
processes with “hands-off” availability
technologies

Ensures all processes are centrally
maintained, globally accessible and
locally configurable to ensure policy
enforcement

Implements compliance procedures
to meet corporate-wide specifications

Confirms with key decision-makers
that availability strategies, plans and
implementation are complete, tested
and correct

Your Best Practices Rollout

Up to this stage, your new and/or
improved business service has been
conceptual: a design. Now deployment
begins through a service transition. Any
time that concept meets reality, there’s a
burning urgency to the question of how
well everything is going to work.

Whether the engagement involves trans-
forming an existing process or rolling out

a completely new IT infrastructure, the
Stratus CALM methodology applies
rigorous disciplines and availability expertise
to ensure your success. Service transition
and delivery are run by managers certified
by the Project Management Institute (PMI®),
a credential that attests to their skills in
getting the job done on time, on budget.

Training and education are vital to smooth
deployment. Whether the business service
is ultimately managed by your internal staff
or by Stratus on a managed service basis,
this transfer of knowledge is crucial to get
everybody working from the same playbook.

The team will be trained in operational
practices for your specific environment,
which are informed by acknowledged best
practices including ITIL. These policies and

procedures, including change control and
security measures, maximize availability
and performance throughout the lifecycle
of your business service.

Best Practices, Right Tools

Putting the right tools in the hands of the
right people allows labor-intensive, high-
touch manual processes to be replaced
with hands-off availability technologies.
Automating where it makes sense
reinforces consistent service management,
reduces expense, and supplies the efficient
data collection and analysis that you need
for continuous improvement.

As part of our service offering, Stratus
offers CALM Managed Services that
collect availability and performance data
from key points in the IT infrastructure.
The CALM methodology serves as the
mechanism for 24/7 monitoring, analytics,
visibility and support that covers applica-
tions, end-to-end transactions and business
processes.

It works in a secure, hosted environment
that uses proven technologies for data
collection, workflow management and a
browser-based availability management
portal with real-time dashboards.

Our unique methodology is used by Stratus
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is designed to coexist with enterprise
management frameworks including HP
OpenView® and IBM Tivoli® products.
The CALM methodology uses advanced
analytics and correlates events across
infrastructure so that problems can be
predicted and prevented.

Corrective action is expedited through
timely delivery of critical-to-service,
critical-to-availability and critical-to-business
metrics. False alarms and event flooding —
deadly to IT productivity — are eliminated
by behavior modeling and event filtering. A
workflow engine generates alerts to notify
the proper people of events and conditions
at the proper time. The IT team is not
distracted by symptoms or incidental
events, so root causes can be addressed
proactively and fast.

The collected and analyzed data grows
into a knowledge base that is used for
managing the business service to a higher
level of availability. It's one more way that
CALM Managed Services excel.

Management reporting must be part of the
picture as well. Proving performance
against internal service levels is one aspect,
but demonstrating compliance to
regulators and other external authorities

PART 3

PROTECTING MISSION-CRITICAL BUSINESS PROCESSES

CALM Managed Services: Based on Proven Technologies

CALM Managed Services

Predict, Availability Configuration
Prevent Information Mgmt.
Analytics Model Database

Context-Driven § EDA/ Event
Service Mgmt. Engine

imposes a different kind of accountability.

You may need a range of metrics to
substantiate proper governance of your IT
environment: anything from how many and
which changes have been effected, to
attempted security breaches, to the
disposition of trouble tickets. CALM
Managed Services can enable data
collection to collect and report on the
relevant metrics, without someone in your
organization spending days searching
databases to document the answers.

Key Elements

The Right Information

Delivered to the right
people/resources at the right time

Advanced Analytics
Predictive and preventative

Context-Driven
Service Management

ITIL-centric services for
continuous availability environments

CoMING NEXT!

Accomplish the Mission:
Operational Excellence,
Continuous Improvement

Stay tuned to this
five-part series from
Stratus Technologies
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Accomplish the Mission
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How your
business benefits

Business and IT alignment
delivers results cost-effectively

End-to-end, holistic approach

Lifecycle management maximizes
availability; supports change

Seamless, availability-promoting
IT workflow

Relevant data and analytics
enable continuous improvement

Scalable, customizable support
model

Enhanced support technologies
plus 28 years of mission-critical
expertise

Operational excellence,
continuous Improvement

How well your mission-critical environment
executes in production, day after day, is the
true measure of its effectiveness. The
service design, the technology, the prac-
tices, the policies, the management tools
and the people running everything have to
be ready to do the job, come what may.

In a Stratus CALM Service engagement,
this service operation may be performed
for you as a managed service. You can
count on Stratus for end-to-end operational
management of your critical IT infrastruc-
ture, including escalation to other vendors.
Or having completed a CALM service
transition (described in part 3), you may
choose to have your internal team take on
daily operation.

Either way, continuous availability depends
on consistent management, as well as the
ability to handle change non-disruptively
over the lifecycle of the service.

PART 4

PROTECTING MISSION-CRITICAL BUSINESS PROCESSES

Ongoing stability guaranteed

A CALM Managed Service engagement
protects the availability of mission-critical
applications across the entire spectrum of
your business by providing consistent
management of processes that cover the
lifecycle of a business service. When your
mandate is to manage the end-to-end
availability of a mission-critical, multi-vendor
IT environment, CALM Managed Services
offer distinct business advantages.

Two key components comprise CALM

Managed Services:

+ an availability-focused IT management
platform that operates with distributed
applications executed across your
enterprise infrastructure

+ a hosted, scalable and responsive
solution that ensures performance and
availability of IT resources.

In a hosted environment, our goal is to
predict and prevent problems before they
occur using advanced analytics built on the
CALM architecture. We eliminate event
flooding and false alarms caused by
behavior modeling and alert filtering and we
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expedite decision-making through timely
delivery of critical-to-service, critical-to-
availability and critical-to-business metrics.

A service lifecycle management solution, _ _ _
CALM provides BSM/MoM functionality Supports entire end-to-end ecosystem including people, processes

and technology

A CALM business analysis and IT assessment identifies
availability success factors:

delivered by world-leading continuous

availability experts. Continually maintains and improves availability of systems and
business processes

The CALM architecture captures analytics Delivers 24/7/365 support for mission-critical applications around

information along with processes and the globe

procedures that are relevant to the Performs predictive, preventative monitoring

environment and feeds this information into
an event-driven processing system. This
triggers certain value thresholds that
initiate workflows to designated personnel
through the CALM dashboard. The system
ensures that relevant information is
delivered to the the right person at the
right time. The responsible party will then

initiate the steps required to satisfy the CALM, the only holistic, integrated
given workflow event.

Provides consistent availability assurance across all mission-critical
business processes

Tests periodically to simulate disasters and extreme workloads

resources or expertise to implement this
type of system on their own.

. o COMING NEXT!
continuous availability lifecycle management

_ solution on the market, brings your Leverage the Benefits: CALM
The CALM solution tracks the progress of business clear competitive advantages. at Work in a Real-world
each and every step throughout the Availability protection, performance IT Environment.

process, logs it for historical reporting
purposes and determines how to best
achieve additional availability improvements.
Most organizations do not have the

assurance, compliance maintenance, and _

teed e level N Stay tuned to this
guaran eed service ev.e agreements are five-part series from
just some of the benefits Stratus’ CALM Stratus Technologies
customers can count on.



BEsT PRACTICES GUIDE FOR PROTECTING MISSION-CRITICAL BUSINESS PROCESSES

The Best Practices Guide for Protecting Mission-Critical
Business Processes is a five-part e-book from Stratus Fourth of a five-part series
Technologies. Stratus is a leading global solutions provider from Stratus Technologies
focused on one thing: achieving and sustaining the availability of
information systems to support customers’ essential business
processes. Our 28 years of continuous availability expertise is at
your service: www.stratus.com

Qratus®

™

Technologies

www.stratus.com

Stratus is a registered trademark, and the Stratus Technologies logo and CALM are trademarks, of Stratus Technologies Bermuda Ltd. ITIL is a registered
trademark, and a registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark Office. Six
Sigma is a registered trademark of Motorola, Inc. COBIT is a registered trademark of the IT Governance Institute. PMI is a trademark of the Project
Management Institute, Inc. which is registered in the United States of America and other nations. HP and OpenView are registered trademarks of Hewlett-
Packard Development Company, L.P. IBM and Tivoli are trademarks of International Business Machines Corporation in the United States, other countries
or both.

All other trademarks and registered trademarks are the property of their respective holders.

© 2008 Stratus Technologies Bermuda Ltd. All Rights reserved.






BEsT PRACTICES GUIDE FOR PROTECTING MISSION-CRITICAL BUSINESS PROCESSES

The Best Practices Guide for Protecting Mission-Critical
Business Processes is a five-part e-book from Stratus Last of a five-part series
Technologies. Stratus is a leading global solutions provider from Stratus Technologies
focused on one thing: achieving and sustaining the availability of
information systems to support customers’ essential business
processes. Our 28 years of continuous availability expertise is at
your service: www.stratus.com

Qratus®

™

Technologies

www.stratus.com

Stratus is a registered trademark, and the Stratus Technologies logo and CALM are trademarks, of Stratus Technologies Bermuda Ltd. ITIL is a registered
trademark, and a registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark Office. Six
Sigma is a registered trademark of Motorola, Inc. COBIT is a registered trademark of the IT Governance Institute. PMI is a trademark of the Project
Management Institute, Inc. which is registered in the United States of America and other nations. HP and OpenView are registered trademarks of Hewlett-
Packard Development Company, L.P. IBM and Tivoli are trademarks of International Business Machines Corporation in the United States, other countries
or both.

All other trademarks and registered trademarks are the property of their respective holders.

© 2008 Stratus Technologies Bermuda Ltd. All Rights reserved.



